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DNS: the problem

* Hierarchical (eg. .org TLD)

* Clear text UDP (Sniffing, Hijacking, Poisoning, MITM)
* Heavily centralized by ISPs (eg. CPES)

* Vulnerable to State censorship


https://blogs.harvard.edu/sj/2019/11/23/a-tale-of-icann-and-regulatory-capture-the-dot-org-heist/

l Let’s get Legal

* NOpo¢ 2121/1993 kai 4481/2017
— MNPOBAETIEI TO UTTAOKAPIOUA I0TOOEAIdWV ATIO TOUC ISPS
— OAlyopeANC (3 atopa) ETUTPOTIN PE ATIOAUTN €€ovaia

- Emutporty yia tn AladiKtuakn MNMpocBoAr) AIKAIWUATWY MNMVELUOATIKIC
|810KTNCIOC KOl ZUYYEVIKWVY AlKalwpatwy (EAMMI)

* ISPs: DNS blocking/hijacking

MITPONH MA TH AIAAIKTYAKH NTPOZBOAH
AB THZ NMNEYMATIKHZ 1AIOKTHZIAZ
Tou dpBpow BEE ToU vojlon 21311993

APIOMOZ ANOMAZHE 3/2018

H Emceportr vt Atabuctuoxe ApooBohd g NMveupatkiis ISloktolag cuvedplaoe HUOTIKA TNV


https://www.lawspot.gr/nomikes-plirofories/nomothesia/nomos-2121-1993
https://www.lawspot.gr/nomikes-plirofories/nomothesia/nomos-4481-2017
https://opi.gr/edppi

l Censorship

* Kavoviouog 2015/2120
— Net Neutrality

3) OI TTAPOoXOI LTTNPECIWV TIPOCBOONE OTO SIOSIKTUO OEV EQPOPPOLOLV PETPO dlaXEIPIoNC TNC Kivnong TIou
uTIEPPBaivouv autd TIov opidovtal oTo deVTEPO €APIO Kal, KLPIWE, OEV TtapepTIodilovv, eTtBpadlvouy,
OAAOIWVOULV, TTEPIOPI{OLV, E1I0AYOLV TTAPEUPOAEC, LTTORBAOMI{OVV N ETURBAAAOLVY SIOKPICEIC EVAVTI
OUYKEKPIMEVOL TIEPIEXOMEVOUL, EPAPLIOYWV I UTTNPECIWV 1] CUYKEKPIMEVWV KOATNYOPIWV AUTWV, EKTOC OV
OUTO Eival AVOYKOIO KOl MOVO YIO 0G0 SIACTNHA Eival avayKaio, OUTWC WOTE:

0) VO CUPHUOPEWOO0LV PE TIC EVWOIOKEC VOUOBETIKEC TIPAEEIC 1) TNV EOBVIKI) VOUOBeaia TTou
CUPMOPQPWVETAI E TO EVWOIOKO diKalo, 0TNV OTI0I0 LTTIAYETAI O TIAPOXOC LTINPECIWY TIPOCRACNC OTO
O1adIKTLO, ] YE TO METPO TIOL CUUPOPPUWVOVTOL UE TO EVWOINKO OIKAIO TIOL BETEI O€ EQAPUOYN TIC €V
AOYW EVWOIOKEC VOUOBETIKEC TIPAEEIC 1 €BVIKA VOU0oBEeTia, PETAED AAAWV Kal HE TIC ATIOPACEIC
OIKOOTNPIWV 1] dNUOCIWV APXWV TIOL JIABETOLV TIC OXETIKEC APUOBIOTNTEC:


https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=CELEX:32015R2120

l Censorship

* Body of European Regulators for Electronic Communications (BEREC)

* BEREC Net Neutrality Regulatory Assessment Methodology

4.1.3 DNS manipulation

DNS manipulation refers to a situation where a DNS reply is received (on an A or AAAA
request) which falsely indicates that the domain is unknown or where an incorrect IP address
is returned. The result of this manipulation is that the client is redirected to a different address.

DNS manipulation can be detected by analysing the responses to DNS requests on known
targets (e.g. DNS records of specific domains under the control of the NRA).

Note that end user environment (especially firewalls) may affect the results. However, in the
case of a crowdsourcing approach it may be possible to compare thousands of results from
different end users and using different DNS resolvers which could solve the problem.


https://www.berec.europa.eu/eng/document_register/subject_matter/berec/download/0/7295-berec-net-neutrality-regulatory-assessme_0.pdf

HELDY TOV GITOOVIOV VOUIKGOV TPochneV (Tov apopoliv
0ho xo1 hiydtepo Tovg i80UG TOVG dnNuIoVPYODS KL

MEPLOOOTEPO TO CULUPEPOVIN TOV 10V TV sTOLpELDY

l Censorship

* ATIOQOOEIC EAANVIKWVY AIKOOTNPiwV

— 13478/2014 Mov. I'Ipu)TOBIKSiO Aer]V(JOV dikolopdTov, o1 omoiol, 6umg, dev eivar cvpPatoi pe tnv

- 10452/2015 Mov. npwroélKgio Aer]\)(b\) apyfi ™S avaioyikétntag kol pe to anapafiacto : (a)
¢ ehevbepiag g whnpoedpnong (dpbpo 5 a mop. 1 ),

™G moMTicTiKNG Propnyavieg), o©to cOVOAO TOVC,

OUVIGTOVV TEPLOPICHOVG TOV KATOTEP® AVOPEPOUEVOV

* DNS Filtering Tteplopicel/mapapiader:

— Tnv eAevBepia TTANPOPOPNGCNG

= Tn ovppetoxn otnv K1l

— TV TPOCTACia TIPOCWTIIKWVY
6860uevoov

— To aroppnto TNC EAELOEPNC
QVTOTIOKPIONC KAl ETIKOIVWVIAC

— Tn J1adIKTLOKI] OUDETEPOTNT

(B) Tov Swaibparog cvppstoxiic oTnv xowovia g
ainpogopiog (apBpo 5 a map. 2 L), g avoykaicg
npoimOOEoNC Yy TRV 1GOTIUYN CUVUUETOYH] TOV ATOU®MYV
GTNV KOLVOVIKY, TOALTIKY Kl olKOVOulK Lon kabds kat
Yl TNVHE OVGLAGTIKO TPOMO EVAGKNON TV OspeAlmddv
SIKULOUGTOV TOVG, (Y) TOV JIKUIOUATOG TPOGTAGIAS 0nd
™ ovlioyn, emedepyacio kol YPHON TOV APOCORIKAV
dedopévov (Gpbpo 9 a Z), (3) tov amoppAtov 1TNG

eAevBepng avtandkpiong katl emkovevias (Apdpo 19 X),

* Kpion TtepIOPICUOL JIKAIWPATWY OTIO HId

ETUITPOTIN, (U] EQAPHOYT OPXN)
OVOAOYIKOTNTOG

dedouévov 0TL pécw avTOV Katootélioviat, adakpitog,
Oyt wovov mapdvopeg arrd kot vouipes mpaEels Kol @g
ek to0TOL ovvicTobV avermitpemtn emépPoacn  oTIg

televtaieg, mov evd dev oyetilovtar pe tnv dakivnon


https://www.opi.gr/images/library/nomologia/politika/mpr/13478_2014.pdf
https://www.opi.gr/images/library/nomologia/politika/mpr/10452_2015.pdf

IA‘IIII ENITPOMH MA TH SIAMKTYACH NPGTROAN
THI NNEYMATIKHE IAIOKTHIIAZ
e pigeny Sl e i I TR

H mpoofaon otn oeAiba mov npoondadnoec va emMOKePOeic £XelL Siakomel pe
anmogaon Tnc EAMMI

ylati napeiye npoofaon napavopa os £pya MOL MPOOTATEVOVTAL HE Bikalwpa MvevpaTIKig WolokTnolag

TKEWPOL OTL EMAEYOVTAC TNV MPOCPAON O MEPLEXOHUEVO QMO VOUIHEC TINYEC, OUVELOPEPELC
otnv KaAAlteyvikr Gnuiovpyia, otn BeAtiwon Tov MoMTIOTIKOU TMPOIGVTOC KAl OTNY aVANnTuEn Tng
olKovouiac



l Interception

$ dig +short ©@212.205.212.205 libgen.is
83.235.64.18

$ dig -x 83.235.64.18
edppi.otenet.gr.

$ curl -I libgen.is
HTTP 302 Moved Temporarily



l Censorship

* Turkey (social media, Wikipedia)
* Egypt (social media, news sites)

* Spain (Catalonia referendum sites)

Open Observatory of Network Interference
ooni.torproject.org



https://ooni.torproject.org/

l DNS over HTTPS

RFC 8484

Versions 00 01 02 03 04 05 06 OF 08 09 10 11 12 13-

draft-hoffman-dns-over-https
draft-hoffman-dispatch-dns-over-https
draft-ietf-doh-dns-over-https 0C07 (CCI112 114

rfc8484 m
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The first example request uses GET to request "www.example.com".

:method = GET
:scheme = https
authority = dnsserver.example.net

:path = /dns-query?dns=AAABAAABAAAAAAAAASdA3dwdleGFtcGxLAZNVDQAAAQAB
accept = application/dns-message



l DNS over TLS

Specification for DNS over Transport Layer Security (TLS)
RFC 7858

Status = IESG evaluationrecord  IESG writeups  Email expansions  History
Versions 00 01 02 03 04 05 06 07 08 m
draft-hzhwm-dprive-start-tls-for-dns {1 01 02
draft-ietf-dprive-start-tls-for-dns 00 01
draft-ietf-dprive-dns-over-tls m 01 m 007 |09

rfc7858 rfc7858
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« Initiation of DNS over TLS is very straightforward. By establishing a connection over a well-known port,
clients and servers expect and agree to negotiate a TLS session to secure the channel.

« DNS clients and servers MUST NOT use port 853 to transport cleartext DNS messages.

o By default, a DNS server that supports DNS over TLS MUST listen for and accept TCP connections on port
853, unless it has mutual agreement with its clients to use a port other than 853 for DNS over TLS.



l Demo

“Here we are now, entertain us”
~ Kurt Cobain

https.//vimeo.com/377333902


https://vimeo.com/377333902

Building Blocks

* Let’s Encrypt * hginx
letsencrypt.org nginx.org
* dnsdist * PowerDNS Recursor

dnsdist.org powerdns.com

* dns-over-https

github.com/m13253/dns-over-https

https://vimeo.com/37 7388498


https://letsencrypt.org/
https://dnsdist.org/
https://github.com/m13253/dns-over-https
https://nginx.org/
https://www.powerdns.com/
https://vimeo.com/377388498

l DoH: Firefox

* General --> Network Settings --> Settings
* Enable DNS over HTTPS
* Pick provider

v Enable DNS over HTTPS

Use Provider Custom v

Custom |

Help Cancel OK



l DoT: Systemd

/etc/systemd/resolved.conf

[Resolve]
DNS=
DNSOverTLS=yes




l Critical Engineering

The Ciritical Engineer considers any technology depended upon to be
both a challenge and a threat. The greater the dependence on a
technology the greater the need to study and expose its inner workings,
regardless of ownership or legal provision.

criticalengineering.org


https://criticalengineering.org/

l Organize

Many hackers around the world are (re-)decentralizing the net. This is
our part, offering distributed, free (as in freedom) services to the world.
Always based on Free Open Source Software.

& libreops

libreops.cc



https://libreops.cc/

LibreDNS

A public encrypted DNS service, that people can use, to maintain
secrecy of their DNS traffic, but also circumvent censorship.

libredns.gr

v/ Enable DNS over HTTPS

Use Provider Custom

Custom| https://doh.libredns.gr/dns-query|

Help Cancel OK


https://libredns.gr/
https://libredns.gr/

l Metrics

n._ - The Greek Network Op Firefox

GRNOG - The Greek Net X | + GRN OG DOH . 4 . 095
&« C @ @ & hitps://grnog.gr

Greek Network Operators' Group

GRNO( ] ISP: 9.48s

Greek Network Operators’ Group

Event Gold Sponsors

| agree rivacy olicy
GRNOG ~  Parficipate ~ = Members list ~ Meetings  BCOP ~  Login & S

Console [ Debugger {} StyleEditor () Performance {Jk Memory $ Network [ Storage f Accessibility

W 7 Filter URL il HTML €SS JS XHR Fonts Images Media WS Other PersistLogs | |Disablecache =~ Not

Event Gold Spd 5 Method | Domain File Cause Type  Transferred size Oms {1285 12365

GET & grnog.gr ! document html 9.80KB SL15KE I 1580 ms

GET -] grnog.gr wp-emoji-release.min jstver=5.3 script s 483KB 13.54KB B 147ms

GRNOG privacy policy GET & grnog.gr style.min.csstver=5.3 stylesheet css 6.31KB 40.50KB H150ms

T GET ) front.min.css?ver=5.3 tylesheet 1.25K8 3kB [ Bt
@ O Inspector Console [ Debugger {} StyleEditor () Performance £ Memory ) Metwork [E] Storage i Accessibility & groggr ronhmin esser ST = =
GET & grog.gr bootstrap.min.csstver=53 stylesheet css 19.09KB 114.56 291 ms
W | 7 FilterunLs 1 HTML (€SS JS XHR Fonts Images Media

GET & grnog.gr font-awesome.min.csstver=53 stylesheet css 5.22KB. 2L47KB 273 ms
SheliMehed BRI gk Ay zefened HB GcET  @gmoggr style.csstver=5.3 stylesheet css 513KB 17.07KB 276 ms

GET

pure-min.css fm— i
@ B9requests  1.84 MB/G658.96 KBtransferred = Finish:4.095 =~ DOMContentLoaded:3.865 | load:3.93s

GET pure-min.css

GET & grog.gr ! decument 10.07KB. 5115KB I 2025 ms
GET & grnog.gr wp-emoji-release.min js?ver=53 script is 4.83KB 13.54KB B 2rms
GET & grog.gr style.min.csstver=5.3 stylesheet css 6.31KB 40.50KB Ii4ms
GET & grog.gr bootstrap.min.csstver=5.3 stylesheet css 19.09 KB 114.56 KB. B 20ms
GET & grnog.gr front. min.css?ver=5.3 stylesheet =33 125KB 3KB I 115ms
GET & grnog.gr font-awesome.min.cssiver=5.3 stylesheet =33 5.22KB 21.47KB I123ms
GET & grog.gr style.css?ver=5.3 stylesheet css 513KB 17.07KB 1 131ms
GET & grnog.gr elementor-icons.min.css?7ver=5.4.0 stylesheet css 3.28KB 14.19 KB I 34ms
GET & grog.gr animations.min.csstver=2.7.5 stylesheet css 2.83KB 18.04KB. I 139 ms

o 92requests  1.98 MB/659.23KB transferred Finish: 9.48 s




l Metrics

$ dig grnog.gr
Query time: 26 msec

$ /bin/time -f %E curl -s https://doh.libredns.gr/dns-query?name=grnog.gr
0:00.52

/bin/time -f %E curl -s https://mozilla.cloudflare-dns.com/dns-query?name=grnog.gr
:00.46

o &%

&

dig grnog.gr @8.8.8.8|grep time
Query time: 57 msec

$ dig grnog.gr @1.1.1.1|grep time
Query time: 20 msec

$ dig grnog.gr @9.9.9.9|grep time
Query time: 138 msec



l Resources

* LibreDNS source code

gitlab.com/libreops/libredns


https://gitlab.com/libreops/libredns
https://gitlab.com/libreops/libredns
https://gitlab.com/libreops/libredns
https://gitlab.com/libreops/libredns

l Questions?

How much money are
you willing to spend
to see what Jane Doe
has been looking at?

N
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