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Enabling Privacy-Aware Zone Exchanges Among
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We present a privacy-aware schema that is suitable for distributing the contents of Authoritative DNS Server
zones to third parties (Recursive DNS Servers, scrubbing services), without disclosing sensitive information.
Our schema aims at defending against DNS attacks efficiently, closer to their sources. It is based on the space,
time and privacy-aware properties of Cuckoo Filters to map Authoritative DNS Server names efficiently, while
enabling rapid name updates for large zones. The feasibility of our schema is tested within our laboratory
testbed for various DNS zones. Our work was published in the Proceedings of ACM/IRTF Applied Networking
Research Workshop 2020 (ANRW 2020) under the title “Enabling Privacy-Aware Zone Exchanges Among
Authoritative and Recursive DNS Servers”.
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